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High-speed metro Ethernet, collocation data centers, server virtualization, advanced

data replication and application recovery applications—all these enable even small
shops to get back online fast, without breaking the bank. What are you waiting for?
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Executive Summary

If there’s been one silver lining to the scope and visibility of the disasters that
have devastated various regions in the past few years, it's that senior managers
at most organizations are now more cognizant of the need for business conti-
nuity and disaster recovery planning and preparedness. At the same time, the
introduction of new technologies and the maturation of others have made
effective disaster recovery products accessible to a wider swath of organiza-
tions than ever before.

Once, if a midsize company lost all its systems in a fire, it might never have
recovered. But now, relatively new technologies, like server virtualization, met-
ropolitan Ethernet services, continuous data protection (CDP), and inexpensive
disk storage, offer new solutions to what just a few years ago seemed like
intractable problems.

Of course, IT pros realize that it's generally more mundane matters than earth-
quake, flood, or other biblical-level pestilence that incite organizations to acti-
vate their disaster plans. And, strategies for disaster recovery planning (DRP)
must reach beyond the IT department to include emergency notification,
human resources, public relations, and other non-IT disciplines.

In this report, we’ll help IT with its contribution to DRP by zeroing in on the
process of matching disaster recovery products with an organization’s business
continuity objectives, and providing guidance for companies to find a path to
comprehensive protection.

December 2008 © 2008 InformationWeek, Reproduction Prohibited
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Research Synopsis

Survey Name: InformationWeek Business Continuity Planning Survey

Survey Date: January 2007

Region: North America

Number of Respondents: 560 total; 125 at companies with 500 to 4,999 employees

Purpose:
To ascertain the current status of IT disaster preparedness within a business organi-
zation, what methods are used, and the organization’s intent to improve preparedness.

Methodology:

InformationWeek surveyed 560 North American organizations with business continu-
ity/disaster recovery systems planned or in place to determine current continuity
strategies and their intention to implement new strategies over the next two years. We
then filtered the data to focus on 125 users in organizations with 500 to 4,999 employ-
ees. This eliminated small businesses that can’t afford DR sites and large enterprise
users for whom gold-plated systems are more appropriate.

The survey was conducted online, and respondents were recruited via an e-mail invi-

tation sent to qualified InformationWeek readers containing an embedded link to the
survey.

December 2008 © 2008 InformationWeek, Reproduction Prohibited



Informationweek Disaster Recovery 8
:zanalytics

Times Are Changing

IT disaster recovery planning (DRP) has been practiced for decades by Fortune 500 companies
that can afford products designed and priced to protect the mainframes and other high-end sys-
tems typical of big business IT. Smaller organizations, however, lack the deep pockets to develop
such plans, so they've either ignored the problem or sent backups off site for protection.

Then came the game-changing disasters of the 21st century, notably 9/11 and Hurricane
Katrina. Suddenly, CEOs of all-size companies wondered, “What if?” For too many, the answers
they got back weren't reassuring. Rising importance of regulatory compliance only added to the
stress level.

The good news is that 79% of our respondents already have business continuity/disaster recov-

ery plans in place, and the remaining 21% have the issue on their radar. But has IT done every-

thing possible to keep potential data loss to a minimum, whether the emergency is a power out-
age, sabotage by a malicious insider, or natural disaster?

PRIORITIZATION IS KEY

Proper strategy for protecting mission-critical applications requires balancing the
possibility/frequency and costs of an outage against the costs of backup servers, DR sites, band-
width between the primary and DR sites, and manpower to manage it all.

Most businesses today are totally reliant on IT to accomplish their missions, so failures of key
IT systems typically have substantial costs in lost business and productivity. How much any

Figure 1
Business Continuity/Disaster Recovery Prevail

Does your organization have a business continuity/disaster recovery system in place?

Not currently, but we have

plans to put a business

continuity/disaster recovery
21% system in place

79%

Yes ——

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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given outage will affect your organization depends on how you do business, but total revenue
divided by 2,000 is a rough first approximation of the hourly cost of downtime. Take a law firm
with 200 lawyers, each billing $300 an hour; each hour of downtime costs $90,000 in billings.

This rough approximation overstates the cost of short outages and understates the cost as out-
ages get longer. Most organizations will recover from a 15-minute outage with little cost.
Customers placing new orders can be asked to call back, and workers can make up the lost time.
But if the outage runs into days, not only will employees not be able to make up the work they
couldn’t accomplish during the outage without overtime—or at all—but many customers will go

Figure 2 . . . .
Business Continuity Implementation

Decisions A Collaborative Process

How are each of the following individuals involved in the decision to implement a business continuity plan?

Involved in strategy, requirements, or evaluation [ Make the final decision for the solution

M Deploys/manages solution [l No involvement

64%

Director/manager, IT or infrastructure
|62%

76%

2%
CFO/financial management IT/IS staff

57%

COO/operations management Storage staff

54%
47%

14%
15%
CIO/CTO Line-of-business management

52%

54%
Vice president, IT or infrastructure Consultants

39%

43% 44%
Vice president, non-IT External service provider

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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elsewhere, costing not just current but future sales if they continue to do business with your
competitors after you've recovered.

Clearly, senior management must assess risk and decide what level of funding makes sense for a
DR site and other systems to ensure that mission-critical data and applications are safe; our
survey respondents indicate that while everyone has input into the DR plan, senior manage-
ment has the final decision-making power.

Assessing risk and making informed decisions requires prioritization, and the best way to get a
clear picture of priorities is to survey your employees. Users know what applications they run
and how important they are to the organization. Some IT groups maintain lists of users, their
applications, and other IT services like DNS or Active Directory, but more typically, this valuable
information is locked up in someone’s head.

It's also important to ask the right questions. While employees may say all of the applications
they use are “important,” it's better to ask what they need to get the job done on a daily basis

and what they can live without for a few days or longer.

Impact Assessment: Server Virtualization For Disaster Recovery

® Benefit

IT
Organization

Business
Organization

Business
Competitiveness

©® ® ® ® Smart use of server virtualization enables
the IT organization to provide fast recovery for more ap-
plications with a fixed hardware budget. Utility costs are
also decreased.

©® ® ® ® \Virtualization enables businesses to have
more servers standing ready, resulting in more compre-
hensive application availability in a crisis. Virtualized DR
servers may also fill in during maintenance windows.

©® ® ® A company that recovers more quickly
than its competitors gains a significant advantage in a
regional disaster, and virtualization provides a recovery-
speed advantage.

Bottom Line
Using virtualized servers for DR enables organizations to provide fast recovery for more servers and applications, reducing
the reliance on complex backup/restore processes while slashing costs associated with multiple 1U dedicated servers, as
well as for DR facilities including utilities and rack space. For small companies, virtualization is the magic sauce behind cloud-
based DR offerings that can bring comprehensive recovery plans into financial reach.

e Risk

® @ Packing too many recovery servers on a
single virtualization host may reduce performance during
an emergency. Enterprise-class virtualization software
is expensive, and app licensing can be hard to decipher.

® ® Over-provisioning DR servers—even vir-
tualized ones—can siphon funds away from other busi-
ness initiatives. As in the main data center, guard against
VM sprawl.

@ There's no real competitive disadvantage
to DR, whether virtualized or otherwise. The killer is in
not planning for disaster, and virtualization can make that
process less intimidating.

Note: Number of dots indicates level of benefit and risk; one dot equals low benefit/risk, and five dots equal high benefit/risk.
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Bear in mind that user need may or may not be synonymous with executive priorities when it
comes to the bottom line. For example, the advertising department may declare Photoshop and
QuarkXPress to be mission-critical applications, however, senior management may decide that
the organization can survive for the first few days of a disaster without developing new ads.

Once an inventory is collected and applications are prioritized, recovery objectives for each
application tier are determined. A law firm, for example, may develop an inventory that looks
something like this:

Application Tier Real Cost Threshold Mission-Endangered Max Data Loss
Threshold
E-mail (mailtone) 1 Less than 1 hour 8 hours Less than 1 minute

E-mail (contents) 1 2 hours 24 hours none
Time and billing 2 2 days 14 days 1 hour

Document management 1 Less than 1 hour 8 hours 15 minutes

Microsoft Office 1 Less than 1 hour 8 hours 15 minutes
Payroll 2 2 days 14 days 1 day
HR 1 1 hour Days to weeks 1 day

As you can see, the e-mail application has been separated into two parts: mailtone and contents.
Mailtone is the ability to send and receive new messages. It is a higher priority, because while
contents may take time to restore from the backup, users can get a lot of value from a working
e-mail system.

December 2008 © 2008 InformationWeek, Reproduction Prohibited
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THE KEY MAN ASSUMPTION

One mistake is to assume that key IT personnel will be available when a DR plan is activated.
For instance, if the plan says the Exchange servers will be restored only after Active Directory is
brought back online using an application like MailMagic 5.6.4, but only Karen the Exchange
administrator has ever seen MailMagic, and she’s MIA, you have a problem.

Your disaster recovery plan should be detailed enough to instruct technically adept administra-
tors who don’t have specialized knowledge of your applications or environment. A good rule of
thumb is that directions for recovering any Windows server or application should be detailed
enough for any Microsoft Certified Systems Engineer to follow.

Only 29% of the respondents in our survey have actively planned for recovery without key per-
sonnel. More than half believe they’d muddle through, but getting replacements up to speed
would extend the time until full recovery.

Figure 3

Most Able To Execute Plan Without Key Personnel

Could your organization execute its business continuity plan if key personnel were unavailable?

No, it would cripple us
18% ) Yes, we plan for that

29%

53%
Yes, but it would cause S
us some problems/delays

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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SETTING DISASTER RECOVERY OBJECTIVES

It's necessary to balance the ease and speed of recovery with the cost and degree of disruption a
disaster recovery plan creates. This starts with understanding the objective measurements of
system protection and recovery.

DISTANCE MATTERS

The first metric is physical distance. If your recovery site is too close, it could be destroyed by
the same disaster. On the other hand, putting your DR site too far away will make maintaining
the systems more expensive and difficult. In addition, longer communications lines are not just
more expensive; the unavoidable latency caused by long distances can mean problems, from
performance loss to application failure.

LOCATION, LOCATION, LOCATION

The second metric is deciding whether your business is synonymous with its site. Hotels are
their locations: If the building burns to the ground, it won’t matter much that all your applica-
tions are up and running at a DR site 300 miles away. On the other extreme, large, geographical-
ly dispersed enterprises need to have multiple DR sites, at great distances from one another, to
support global operations.

Smaller firms hit the middle ground. Most will have to settle for a single DR site, and they will
need to balance the safety distance provides with the funds available. Where you put your DR
site depends on the type of disasters common in your neck of the woods.

Figure 4
Business Continuity Plan Stored In Multiple Locations

Where is your business continuity plan stored?

Multiple Fhrsical copies
in multiple locations
46%
It’s only in my head

At the DR site ,

14%

21%

In the main data center only
Online in multiple locations

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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Organizations in coastal areas should look at DR sites inland, on high ground. In California,
where you have the trifecta of earthquakes, landslides, and wildfires, place your DR site well
outside the usual radius of such activities. For less disaster-prone locales, a DR site 30 miles to
40 miles away, ideally in an area served by a different utility company, is far enough.

TYPES OF DR SITES

When we use the term “DR site,” specialized services from companies like SunGard and IBM
come to mind. In addition to cold data center space and standby mainframes, these sites offer
“shared server” capacity for a monthly fee and provide user workspaces with desks and PCs, as
well as some technical help, when you need it. SunGard manages virtual servers for $1,000 to
$1,200 per month per server, plus the cost of network bandwidth between your data center and
the SunGard site.

A less expensive alternative is to set up your backup servers at a co-location data center. A co-
location facility will provide fewer services but will rent you a full rack with power and a redun-
dant Internet connection for $1,000 to $4,000 per month, depending on location, power, and
bandwidth usage. An SME looking to replicate five to 10 critical servers would likely spend
under $2,000 a month. You will need to provide gear, including servers, storage, firewalls, and IP
KVMs, and set up terminal servers since your users aren’t going to be working at the co-location
center.

Given that a typical co-location data center will be significantly more resilient than what most
organizations can build at their home offices—just try convincing your high-rise-office landlord

Figure 5
Sizeable Distance Separates Primary, Disaster Recovery Sites

What is the distance between your primary and disaster recovery sites?

/—| On the same campus

9%

More than 200 miles Less than 5 miles

10%

5 to 10 miles

. 11 to 50 miles
51 to 200 miles

Base: 107 respondents with disaster recovery sites at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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that you need a backup generator in the penthouse—some organizations are choosing to put
their primary servers in co-location centers and run backup/recovery systems locally. Remote
server management cards, IP KVM switches, and especially virtual server management tools
like Virtual Center can make managing these servers remotely much easier.

Using co-location servers as a primary resource makes especially good sense for organizations
in areas like California and the Gulf Coast that are especially susceptible to regional-scale natu-
ral disasters. A New Orleans law firm could use terminal services or VMware VDI to run servers
inland in Baton Rouge, or even Memphis, putting its primary systems in a much safer location.
Should a disaster occur that takes out the co-location data center, IT personnel will be on hand
at the corporate headquarters to bring recovery systems on line rapidly.

Organizations with two or more geographically diverse sites can reduce out-of-pocket costs for
rent and bandwidth by using these offices as each other's DR locations. Connection costs can be
cut if metro Ethernet service is available. If a metro Ethernet carrier services your building, look
for a co-location center that’s on its fiber optic network directly. This can save you 40% or more
over using the local telco’s standard services.

HAVE DATA, WILL TRAVEL

A disaster recovery or business continuity plan has to address how data gets from the primary
data center to the DR site, and how quickly. The recovery time objective (RTO) defines how
quickly applications must be up and running. For applications that are protected by convention-

Figure 6
Cost Primary Barrier To Adoption
What are the top barriers to adoption of business continuity plan?
|89%
Cost
|57%
Complexity
|56%
Other projects are higher priority
|42%
Lack of C-level/senior management buy-in
|21%
Lack of internal skills
| 2%
Don’t know where to start
0%

Won’t work anyway

Note: Multiple responses allowed
Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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al backup-and-restore operations, it's a matter of hours—at best—so that method should be
reserved for applications where the cost of anything faster is greater than the cost of not having
that application. Traditional periodic backup and restore can take 12 hours or more, and recov-
ery can take days. There's nothing sexy about shipping tapes across the country, but it can be
the most cost-effective solution, especially given a large quantity of data.

If an overnight courier like FedEx takes 24 hours to deliver a box of LTO 3 tapes containing 8
TB of data, that’s an effective data transfer rate of 640 Mbps at a cost of $3,000 a month in
FedEx bills, plus around $1,000 per year for tapes. However, while shipping tapes is cost effec-
tive, most companies can’t afford a recovery point objective (RPO) and RTO of two or more days.
To meet more stringent recovery schedules, organizations will need to send data from their pri-
mary data centers to their DR site over a WAN link.

New technologies, such as data deduplication and WAN optimization appliances, can greatly
reduce the bandwidth needed to synchronize data stores between sites. The actual reduction in
required bandwidth is highly dependent on the data being replicated and can range from as lit-
tle as 5% to as much as 95%, so testing is required. Vendors such as Cisco, Data Domain,
Hewlett-Packard, Riverbed, and others offer a range of products with a variety of capabilities for
conserving WAN bandwidth.

When determining your RTO, remember to consider the practical and human elements. While
it's tempting to use whatever technology is necessary to minimize recovery time, it's easy to

Figure 7
Disaster Recovery Site

Which of the following best describes your disaster recovery site?

Other data center/office

We currently do not have in my organization

a disaster recovery site 399%

Other 1%

We have a mutual-assistﬁ\- ,

pact for a data center/office
with another organization

Colocation data center

Disaster recoverx provider
site (Sungard, HP, IBM)

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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spend $10,000 to avoid losing $5,000. Don't waste time building a gold-plated disaster recovery
plan that senior management won't pay for.

Even more important than speed of recovery is the point in time at which data is restored; this
is known as the recovery point objective (RPO). The nature of the data being restored deter-
mines the importance of time. For instance, an attorney writing a brief is an example of re-cre-

Figure 8

Involvement in Business Continuity/Disaster Recovery Decisions

What role(s) do you have in the selection or use of business continuity/disaster recovery technologies?

|68%

Define business or technology requirements
|63%

Investigate or evaluate products or service providers
|20%
Make the final decision for the product or service provider
|35%
Manage relationship with vendor or service provider

|46%

Manage product or service operations

Note: Multiple responses allowed
Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals

Figure 9

IT Ultimately Responsible For Business Continuity Plan

Who is/will be responsible for your IT business continuity plan?

|64%

IT cross-functional team
|38%

Systems manager
|30%

Dedicated planner

15%

Storage managers

| 14%

Not sure

Note: Multiple responses allowed
Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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atable data—she can probably rewrite the lost paragraphs of the brief. However, an online store
that accepts data from customers over the Internet is a different story In that case, if the data-
base is restored to a point only 10 minutes old, orders that occurred in the intervening time will
be lost and the organization will have no way to know the contents, or which customers were
affected. So the document management server where our lawyer friend saves her briefs may
have a recovery point objective of one hour or so, but the Web store would have an RPO of just
seconds.

REPLICATION OPTIONS

To reduce RPOs from hours to minutes, organizations need to replicate write requests in real
time to a duplicate store at their DR sites. There are various replication products available, each
designed to provide the best balance of cost, bandwidth requirement, RPO, and ease of manage-
ment for a given set of uses

The first major difference among replication products is when they replicate the data. There are
three commonly used replication methods: synchronous; asynchronous; and snapshot, also
known as “point-in time.”

Synchronous replication systems duplicate each write request, sending one to the primary data
store and the other to a secondary store. They wait for both stores to acknowledge that they've
received and written each request before sending an acknowledgement back to the original
application or operating system.

Figure 10
Recovery Uptime For Mission-Critical Applications

If your primary data center were destroyed by fire or other disaster,
how long would it take to bring your mission-critical applications back online?

A few weeks
A few days We’d recover with
1% significant data loss

1% — We’d never recover
2%— Less than 10 minutes

10 minutes to one hour

1-4 hours

4 hours to a day

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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While a disaster may occur in the middle of a transaction, forcing that transaction to be backed
out, synchronous replication keeps the secondary storage pool fully updated at all times for an
RPO of essentially 0 seconds.

While great at minimizing RPO, synchronous replication introduces some delay as data is sent
to the secondary store and the acknowledgement is sent back. Because it takes about 1 ms for a
packet to travel 100 km, sending a write request to your DR site 60 miles away adds 2 ms to
every write operation from network latency alone. Add in transmission time—a 4 KB block takes
about .7 ms on a T-3 line—and your application could slow to a crawl if your DR site is far away
or you have limited bandwidth. As a result, synchronous replication is used primarily by large
organizations over dedicated fiber links.

Asynchronous replication keeps latency from becoming an issue by acknowledging disk writes
as soon as data is written to the primary repository. As with synchronous replication, disk writes
are sent to the secondary data store, so there may be some delay. Should the amount of data
transmitted temporarily exceed the available bandwidth, most asynchronous replication systems
will buffer writes in memory or in a journal file on disk.

Packets can be lost or arrive out of order across a TCP/IP network, so asynchronous replication
needs to have mechanisms in place to ensure that changes are applied to data in the order they
were intended. Just imagine what would happen if the on-hand quantity of widgets was modi-

fied by a series of transactions, but those updates were applied out of order. Rather than show-

Figure 11
Most Mission-Critical Apps Use Under 10 Terabytes

How much data is used by your mission-critical applications?

500 GBt0 0.9 TB

Less than 500 GB 21%

More than 1 PB 0% 7%
500 TBto 1 PB 1% °

200 TB to 499 TB >—\
50 TB to 199 TB »—V

10 TB to 49 TB

1TBto9TB

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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ing that widgets are sold out, the system could show there are still some in stock. Because syn-
chronous replication systems post each write request before the next is processed, they inher-
ently enforce write-order integrity.

Asynchronous replication systems may also include features like data compression, scheduling,

Figure 12
Recovery Time Objective

What is your recovery time objective (RTO) for your mission-critical applications?

/—| Less than 30 minutes

More than one day

13

%
17% 30 minutes-2 hours

One day

A 3-4 hours
5-23 hours

Base: 99 respondents with a business continuity/disaster recovery plan in place at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals

Figure 13
Recovery Point Objective

What is your recovery point objective (the point in time your data will be rolled back to when you recover)?

et era /—| None, we can’t lose any data at all
) Seconds

12 -23 hours '

5-11 hours

Base: 99 respondents with a business continuity/disaster recovery plan in place at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals

1-14 minutes

15 minutes to an hour

1-4 hours
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and throttling, all of which allow replication traffic to share a WAN link with other applications.
Limiting the maximum bandwidth used for replication at any given time enables IT to reserve
bandwidth for user traffic as needed, and keep the entire pipe available for replication traffic
when user traffic is minimal. If the data being written exceeds the bandwidth allocated, the
excess will be logged in a journal and sent later.

Asynchronous replication systems can satisfy RPOs as short as a few seconds if traffic doesn’t
exceed the available bandwidth. Typical asynchronous replication schemes do bog down at peak
periods, making this approach best for applications with RPOs of a few minutes.

Snapshot, or “point-in-time” replication, takes advantage of a disk array or the copy-on-write
snapshot provided within the operating system. The copy-on-write snapshot, taken periodically,
contains the blocks of data that have changed since the last snapshot was taken. Changes are
replicated to the target system and applied to the data there.

When a block is written to several times between snapshots, this type of replication will copy
only the last contents of the block. Synchronous or asynchronous replication would capture
each change in turn, so snapshot replication systems can be more bandwidth efficient. They can
also be integrated with Windows VSS (Volume Shadowcopy Service) to ensure that databases
are in a consistent state for each replication. Snapshot replication systems will always lag
behind the source system by the snapshot frequency plus the time needed to transfer the snap-

Figure 14
Power Failures Activate BC/DR Plans

What caused you to activate your plan?

|42%

Power outage

|28%
Systems failure, IT accident, or malicious employee

|28%
Natural disaster (storm, flood, etc.)

|23%
Local/man-made disaster (fire, telcom outage, etc.)
9%
Testing
| 2%
9/11 or other attacks/threats
5%

Other

Note: Multiple responses allowed
Base: 44 respondents who have activated their business continuity/disater recovery plan at companies with 500-4,999
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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Figure 15
Mission-Critical Apps Primarily Protected Off-Site

What is the data protection method you use on your most mission-critical applications?

|69%
Backup to tape taken off-site
|55%
Backup to on-site tape
|32%
Backup to on-site disk or VTL (virtual tape library) with copy to tape for off-site storage
|27 %
Backup to on-site disk or VTL (virtual tape library)
|21%
Application-specific replication for database (log shipping, etc.)
[19%
Continuous data protection (CDP)
14%
Point-in-time (snapshot) array-based replication
13%
CDP to off-site duplicate
13%
Synchronous array-based replication
13%
Synchronous host-based replication
9%
Application-specific replication for Exchange
9%
Asynchronous array-based replication
8%
Asynchronous host-based replication
8%
Online backup service
| [3%
Online backup software (Asigra, Avamar)
5%
Other

Note: Multiple responses allowed
Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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shot data and apply it at the target. Because snapshot replication systems transfer snapshot data
asynchronously, vendors will often call them asynchronous replication.

Replication can be performed by disk arrays, software on host servers, or dedicated appliances
in a storage area network. Array-based replication lets a system administrator replicate logical
drives (LUNSs) for multiple host systems in a single replication set while placing no load on the
servers. This is the method most often used for large, OLTP applications.

Unfortunately, while most SAN disk arrays support both synchronous and asynchronous
replication, there is no standard replication protocol, so array-based replication is limited to
arrays from the same family. Most vendors don’t even support replicating from their high-end
monolithic arrays to their own midrange modular arrays. Connecting Fiber Channel arrays over
a wide area network can also require expensive Fiber Channel-to-IP routers or dark fiber
connections.

SAN replication appliances allow organizations to use different storage hardware in their pri-
mary and standby data centers without the overhead of host replication software. Replication
appliances can trap write requests through lightweight server agents that duplicate requests to
the appliance and the disk array, or at an intelligent Fibre Channel switch. They then replicate
the data across an IP network and write it to a disk array at the target location. Most can also
replicate to multiple targets and support continuous data protection; more on that later.

Figure 16
IT Operations Recovery Timeframe

If your primary data center were destroyed by fire or other disaster
how long would it take to bring your IT operations to 95% of normal?

29 We’d recover with
° | significant data loss
2%— We’d never recover

1% Less than 10 minutes
1%-1 10 minutes to an hour
1-4 hours

A few weeks

A few days 4 hours to a day

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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Many smaller organizations can't justify the cost of SAN-based replication but still have a need
to protect their data. Using software in the host server to replicate data can provide the same
level of protection as SAN-based replication, at a significantly lower cost. Host-based replication
also frequently includes server and application failover features, which can speed up recovery.

While host-based replication can be cost-effective, system administrators have to manage each
server’s replication to its standby doppelganger separately. As organizations grow to need more

Figure 17
Majority Use IP Transport Protocol Between Sites

What transport protocols do you use between your primary and backup sites?

|68%

IP for other replication
[29%
Fibre Channel Protocol over dedicated or wave division multiplexed fiber
| 14%
iSCSI

11%
iFCP/FCIP

Note: Multiple response allowed
Base: 107 respondents with disaster recovery sites at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals

Figure 18
T-1 Primary Connectivity Between Sites

What connectivity do you have between your primary and backup sites?

T-1 or multiple T-1

None 1%

oner }_\‘

Dedicated (dark) fiber

Dedicated link or

Dedicated link or VPN VPN 10 Mbps-100 Mbps

greater than 100 Mbps

Base: 107 respondents with disaster recovery sites at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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than a handful of critical servers, the administrative overhead of tuning the bandwidth alloca-
tions and monitoring replication pairs starts to outweigh the lower acquisition cost of using soft-
ware to solve the problem.

The DR planner must also decide at what level to acquire the data to replicate. While array and
SAN-based systems must replicate each write request to disk block(s), several other options are
available for host-based systems. Most commonly, host replication uses a file system filter to
trap and replicate file write requests. This allows them to exclude writes to temporary and swap
files, which contain many write requests that are not related to critical data.

Another alternative is to replicate application and/or database transaction data rather than disk
or file I/0. Application replication must be closely matched to the application it’s protecting, but
it can also replicate data to a running database or application server. This speeds up recovery
and reduces the possibility of a corrupted database at the DR site, since each transaction is veri-
fied at the target database server. This replication can be built in to the application server, as
with Exchange 2007, SQL Server, and Oracle, or be a third-party application, like Cemaphore’s
MailShadow or a Teneros appliance for Exchange.

Transaction-level replication can also reduce bandwidth requirements. Modern databases write
data to transaction logs as well as the database itself. Systems that replicate at the file or block
level must replicate these write requests separately, essentially sending each transaction across
the wire twice. A typical database replication will copy the transaction logs from the source to
the target server and use the database engine to roll the transaction logs forward into the target

Figure 19
Back-Up Plans For Application Servers Vary

What is your plan for providing application servers in the event of a disaster?

|48%

We have dedicated backup servers in place
[32%

We’ll use virtual servers
|25%
Our outsourcer will provide shared servers
|23%
We’d have to go buy new servers
[21%
We have a quick ship agreement with our server vendor

| 3%
Other

Note: Multiple responses allowed
Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals

December 2008 © 2008 InformationWeek, Reproduction Prohibited



InformationWeek oisaster Recorery 26
:zanalytics

copy of the database. Transaction replication relies on either transaction log files being filled
and copied to the target server, or that they acquire their data from the source database server
after it’s been written. This means that these systems can’t achieve the near-zero RPO that block
or file replication products can, often trailing in their recovery time by a few seconds to a few
minutes.

CONTINUOUS DATA PROTECTION

Real-time data replication can protect against total server failure, allowing an organization to
recover their applications to the moment where the source server stopped sending data.
However, one caution is necessary: If the data is corrupted on the primary server, a block- or
file-level replication will replicate the data to the backup site, corrupting the data there as well.

Where replication immediately applies that write to a duplicate data store, creating a mirror
image of the primary data, continuous data protection (CDP) captures each disk write but keeps
a journal of all changes. This allows a system administrator to recover the duplicate data store
for any point in time. Vendors including Double-Take, EMC, and NetApp are now adding data
journaling to replication products and bandwidth management to CDP products, so that one set
of software can serve both purposes.

Our respondents use the full range of products from tape backups to synchronous replication.
We allowed multiple answers to these questions, and it would appear our respondents are fans
of protection in depth, using multiple methods for their mission-critical applications.

Figure 20
Business Continuity Investment—IT Budget

How much of your overall IT budget does/will your organization devote to business continuity?
Under 1%

0% 0%

More than 50%
o I—\o %

26-50% 4%
21-25%

16-20% ’

11-15%

6-10%

1-5%

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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APPLICATION FAILOVER

In many IT organizations, the storage group is given primary responsibility for the DRP. As a
result, they spend the majority of their disaster planning time and resources on preserving the
organization’s data, and not enough on ensuring that applications can be brought back into
operation quickly and made available to users.

Even if the system drive of a server has been replicated, bringing that server back into opera-
tion is a time-consuming task. If a similar server is at the DR site, it will have to be connected to
the replicated system drive and booted. An administrator will then have to log in and reset the
network configuration, as the DR site is a different subnet and the recovery server has a differ-
ent MAC address than the original server.

For applications like Microsoft Exchange that are tightly tied to other network functions, includ-
ing Active Directory, the process can be significantly more challenging. This is especially true
with host-based replication, because the two servers can't share the same boot data.

Application failover or clustering products automate the process of bringing an application and
its server(s) back online. They can automatically detect when the primary server goes offline
and change the recovery server’s name and IP address, update DNS servers and Active
Directory, and make whatever other changes are needed to bring the application back online.
Applications like VMware's Site Recovery Manager, Neverfail Group’s Neverfail, and Marathon
Technologies” Everrun all provide these services.

Fawe2l  Business Continuity Investment—Storage Budget

What percent of your storage budget does/will your organization devote to business continuity?

11-15% 16-20%

21-25% %

6-10%
26-50%

6% 1%- More than 50%
0%

1-5% 0%-1Under 1%

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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Figure 22

E-mail Backup Taken Off-Site

What is the data protection method you use on your e-mail/messaging system?

|27 %
Backup to tape taken off-site

16%

Backup to on-site disk or VTL (virtual tape library) with copy to tape for off-site storage

15%

Backup to on-site tape

10%

Application-specific replication for Exchange

6%
CDP to off-site duplicate

[ (4%

Asynchronous array-based replication

| 3%

Backup to on-site disk or VTL (virtual tape library)

| 3%

Continuous data protection (CDP)

| 3%

Synchronous host-based replication

| 2%

Asynchronous host-based replication

| 2%

Online backup service

| 2%

Online backup software (Asigra, Avamar, etc.)

| 2%

Outsourced e-mail DR

| 2%

Point-in-time (snapshot) array-based replication

| 2%
Synchronous array-based replication
[ [1%
Application-specific replication for database (log shipping, etc.)
0%
Outsourced e-mail altogether
1%
Don’t know

Note: Multiple responses allowed
Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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THE IMPACT OF SERVER VIRTUALIZATION ON DRP

Widespread use of x86 server vitalization has had a huge effect on the disaster recovery
process. The obvious impact is a reduction in the number of servers that have to be provisioned,
powered, and maintained at a DR site. Five years ago, even the smallest DR site would have had
dedicated servers for each application that needed to be recovered quickly, but now, a single vir-
tual server host can handle multiple applications. Not only can organizations save money on
server hardware, but the reduced size, power, and cooling footprint of a small blade chassis run-
ning several virtual server hosts opens up branch offices and collocation centers as potential DR
sites.

Organizations that are virtualizing their production servers can use host-based products, creat-
ing a replication pair for each set of hosts rather than for each application. Administrators will
have no problem restoring servers to dissimilar hardware. Since the hypervisor hides the under-
lying hardware, restoring, for example, a Dell PowerEdge 1950’s application to an HP DL380 is
no longer a struggle.

Virtual server and data migration tools like vMotion, VMware DRS, and XenMotion allow organ-
izations to bring their applications back up on a limited amount of hardware at a DR site. They
also enable IT to quickly add additional servers to the cluster and rebalance the load so organi-

Figure 23

Regulatory Compliance

Which of the following government and industry regulations is your organization specifically accountable to?

|63%
SOX (Sarbanes-Oxley Act of 2002 - Public Company Accounting Reform)

|50%
HIPAA (Health Insurance Portability and Accountability Act)
|22%
GLBA (Gramm-Leach-Bliley Financial Modernization Act of 1999)
11%
DOD Directives (8100.2, 8320.2)
9%
SEC 17-4a

| 2%
FERPA

|18%

Other

[ [1%
None

Note: Multiple responses allowed
Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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zations can bring systems on line faster and more gracefully, if they take advantage of quick-
ship programs and buy more hardware with insurance proceeds.

TESTING 1, 2

Testing a DRP is just like testing a new application and working out the bugs. Disaster recovery
tests perform the same function, identifying dependencies and invalid assumptions in the initial
draft of the plan. Organizations should fake failures to achieve a full restoration of the service
or application to work out the bugs in their plans. However, only 40% of our respondents said
that they restored 100% of the applications in their last test within their recovery time objective.

A disaster recovery plan must be tested and revised based on the results of the last test and
then retested to verify that the plan reflects the current state of the application. Three-quarters
of our respondents test annually or not at all, a frequency that we feel is wholly insufficient. To
keep the team sharp and identify changes to systems that haven’t been reflected in the DR plan,
we believe some testing should be performed at least quarterly, and every application be tested
at least once a year.

Creating a disaster recovery plan takes a significant effort, not only from the IT department but
also from senior management, who must allocate funds for both the planning project and the
systems the planning process identifies as appropriate, as well as setting recovery goals and
priorities.

Figure 24
e Recovery Within RTO Generally Successful

The last time you tested your recovery plan what percentage of your data
and applications did you recover within your stated Recovery Time Objective?

100%

049
0-24% 30%

25-49%

16%
50-74% 40%

75-99%

Base: 82 respondents who test their plans at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals

December 2008 © 2008 InformationWeek, Reproduction Prohibited



Informationweek Disaster Recovery 31
:zanalytics

High-speed metro Ethernet services, collocation data centers, and server virtualization can com-
bine with data replication and application recovery applications to allow even smaller organiza-
tions to build disaster recovery plans that can help them get back online fast, without breaking
the bank.

Figure 25 On-Site, Off-Site Methods To Back Up Data

What data protection methods are in use in your organization?

|82%

Backup to tape taken off-site
|81%

Backup to on-site tape
|49%
Backup to on-site disk or VTL (virtual tape library)
|47%
Backup to on-site disk or VTL (virtual tape library) with copy to tape for off-site storage
|37%
Application-specific replication for database (log shipping, etc.)
|33%
Point-in-time (snapshot) array-based replication
|22%
Application-specific replication for Exchange
|22%
CDP to off-site duplicate
|22%
Continuous data protection (CDP)
[18%
Synchronous array-based replication
[18%
Asynchronous array-based replication

16%

Asynchronous host-based replication

14%

Synchronous host-based replication

9%

Online backup service

6%

Online backup software (Asigra, Avamar)

4%
Other

Note: Multiple responses allowed
Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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Figure 26
Plans Largely Unexecuted

Have you ever had to execute your business continuity/disaster recovery plan in whole or in part?

Yes, in whole

No

Yes, in part

Base: 99 respondents with a business continuity/disaster recovery plan in place at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals

Figure 27
Recovery Plans Tested Infrequently

How often do you test your recovery plan?

We haven’t tested Monthly

We tested once, | think B

Annually

Base: 99 respondents with a business continuity/disaster recovery plan in place at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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Figure 28
Time, Staff Limitations Hinder More Frequent Plan Testing

Why not test more often?

|67%

No time/staff
|53%

Will disrupt current operations
|41%
Getting projects done is more important

|27%

No budget

[19%
No support from senior management

10%

No barriers in our way

Note: Multiple responses allowed
Base: 94 respondents testing their plans quarterly or less frequently at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals

Figure 29
Most Plans Updated On An Annual Basis

How often do you update your plan?

As part of our regular

Never change control process

Monthly

Quarterly

Annually

Base: 99 respondents with a business continuity/disaster recovery plan in place at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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Figure 30
End-User Systems Less Likely To Be Included In BC/DR Plan

What parts of your IT infrastructure are covered by your BC/DR plan?

|99%

Mission-critical servers
|70%

Messaging system
|59%

Telephone call redirection
|53%

Remote user access
|53%

Tier 2 servers
|39%

Other servers
|30%

Desktops
|26%

User laptops

| [3%

Other

Base: 99 respondents with a business continuity/disaster recovery plan in place at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals

Figure 31
o Majority Manage Over A Terabyte of Data

How much data does your site manage?

1TBto 9 TB

500 GBto 0.9 TB
Less than 500 GB 2%
e

More than 1 PB —2 5%

500 TB to 1 PB »—\;
200 TB to 499 TB >—r

50 TBto 199 TB

10 TBto 49 TB

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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Figure 32
Number Of Data Centers

How many data centers does your organization run?

2to 4
54%

9%
32% 5to 15

1 More than 15

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals

Figure 33 . . c
Organizations Mostly Centralized

Which of the following best describes the basic geographic structure of your organization?

Centralized with regional and
branch offices—26-100 sites

27%

Centralized with regional and
branch offices—more than 100 sites

Completely centralized—one
main HQ, no branch sites

Decentralized
2%— business—no central site,
many regional offices
42% . .
Centralized with regional Reﬁ".o"a”V centralized—
and branch offices—25 multiple regional HQs,
or fewer sites

few or no branch sites

resources primarily accessed
by remote individuals

0%\—{ Virtual workforce—central
using RAS/VPN

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals

35

December 2008 © 2008 InformationWeek, Reproduction Prohibited



InformationWeek

Figure 34

:zanalytics

Disaster Recovery 36

IBM Primary BC/DR Vendor Currently In Use

Which of the following vendors is your organization currently working with for business continuity/disaster recovery?

|49%

IBM

|32%

EMC
|30%

Microsoft
|30%

Symantec/Veritas
|27 %

Sungard
[24%

HP

17%
NetApp

11%

Acronis

10%
Double-Take Software
5%
CommVault
|4%
eVault
|4%

Hitachi Data Systems
| 2%
Agility Recovery Solutions
| 2%
CA XOsoftNEC
| 2%
LiveVault
| 2%

NEC
[ [1%

Dell MessageOne
[ [1%

Neverfail

[18%

Other
| [1%
Done in-house

Note: Multiple responses allowed

Base: 99 respondents with a business continuity/disaster recovery plan in place at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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Figure 35 IBM Top Vendor Under Consideration
For Future BC/DR Deployment

Which of the following would you consider as your top vendors for future business
continuity/disaster recovery deployments (new projects or upgrades)?

|54%

IBM
|32%

Sungard
|30%

EMC
|30%

HP
|28%

Symantec/Veritas
|26 %

Microsoft

10%

CommVault

10%
NetApp

7%

Acronis

7%

Double-Take Software

5%
Agility Recovery Solutions

5%
Hitachi Data Systems

| [4%
CA XOsoft

| 3%

eVault

| 2%

Dell MessageOne

| [2%

Mimosa

| 2%
Neverfail
[ [1%
LiveVault
12%
Other
| [1%
Don’t know
| [2%
None/not looking right now

Note: Three responses allowed
Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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Figure 36
9 Company Revenue

Which of the following dollar ranges includes the annual revenue of your entire organization?

$500 million to $999.9 million i
$100 million to $499.9 million A
$50 million to $99.9 million

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals

$1 billion to $4.9 billion

$5 billion or more

Government/non-profit

Don’t know/decline to say
1% Less than $6 million

$6 million to $49.9 million

Figure 37
Company Size

Approximately how many employees are in your organization?

10,000 or more

/—| Less than 50

5,000-9,999 26%
1,000-4,999 ’
50-99
500-999
100-499

Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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Figure 38
Job Title

Which of the following best describes your job title?

|35%

IT/IS staff
17%

Other IT director/manager
|9%
Director/manager, IT operations
8%
Director/manager, IT or infrastructure
7%
Line-of-business management
7%
Cio
|4%

Consultant
[ 3%

Vice president, IT or infrastructure
| [2%

Director/manager, network systems
| 2%

Security staff
| 2%

CEO/president
| [2%

CSO (chief security officer)/security management
| 2%

Other

Base: 125 respondents at companies with 500-4,999 employees
Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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Figure 39

Disaster Recovery

Primary Industry

What is your organization’s primary industry?

| [3%
Biotech/biomedical/pharmaceutical
2%
Construction/engineering
| 2%
Consulting and business services
10%
Education
[ |2%
Electronics
2%
Energy
9%
Financial services/banking
| 4%
Financial services/insurance
| [3%
Financial services/other
(2%
Food/beverage

14%

Government

Base: 125 respondents at companies with 500-4,999 employees

| 6%
Health care/medical
12%
Hospitality/travel
| 6%
Insurance/HMOs
| 2%
IT vendors
| [3%
Logistics/transportation
9%
Manufacturing/industrial, non-computer
| 2%
Media/entertainment
[12%
Non-profit
| [3%
Utilities
12%

Other

Data: InformationWeek Analytics Business Continuity/Disaster Recovery Survey of 560 business technology professionals
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