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Best Practices for Better Security 
P ro te c t i n g  Yo u r  D a ta  a n d  E l im in a t in g  Vu ln e ra b i l i t i e s  

 
Yo u  w o u ld n ’ t  l e a v e  y o u r  o f f i c e  d o o r  u n lo c k e d  s o  a n y o n e  c o u ld  c o m e  in  a n d  w a lk  o f f  w i th  
y o u r  c o m p a n y ’s  e q u ip m e n t ,  re a d  y o u r  f i l e s  o r  w re a k  o th e r  h a v o c .  T h a t  s a m e  s e n s e  o f  
c a u t io n  s h o u ld  a p p ly  to  m a n a g in g  y o u r  c o m p a n y ’s  In te rn e t  c o n n e c t io n .  Wh e n  th e  We b  a n d  
e m a i l  a re  i n te g ra l  p a r t s  o f  y o u r  b u s in e s s ,  y o u  b e c o m e  v u ln e ra b le  to  v i ru s e s ,  w o rm s ,  
s p y w a re ,  p h i s h e rs  a n d  o th e r  s e c u r i t y  r i s k s .  W i t h o u t  c o m m o n -s e n s e  p re c a u t io n s ,  th e y  c a n  
c o s t  y o u r  c o m p a n y  th ro u g h  re d u c e d  n e tw o rk  p e r fo rm a n c e ,  l o s t  t im e  a n d  d im in i s h e d  
p ro d u c t i v i t y.   

 

Committing to Security 
 
L ik e  b u s in e s s  i n s u ra n c e  a n d  d i s a s te r  p la n n in g ,  n e tw o rk  s e c u r i t y  i s  a b o u t  re d u c in g  r i s k .  
T h e  o p e n  n a tu re  o f  th e  In te rn e t  m a k e s  a  b u s in e s s  m o re  v u ln e ra b le  to  s e c u r i t y  i s s u e s .  
V i ru s e s ,  w o r m s  a n d  o th e r  m a lw a re  c a n  b r in g  d o w n  a  c o m p u te r  s y s te m .  S p y w a re  p ro g ra m s  
m a y  le t  a  th i rd  p a r t y  s u r re p t i t i o u s l y  m o n i to r  y o u r  c o m p u te r  u s a g e  to  s te a l  i n fo r m a t io n .  
P h is h e rs  m a y  p o s e  a s  l e g i t i m a te  c o m p a n ie s  i n  a n  e f fo r t  t o  g e t  y o u  to  re v e a l  c o n f id e n t ia l  
i n fo rm a t io n .  N e w  h a z a rd s  s e e m  to  a r i s e  d a i l y.   

 

I n s t i t u t i n g  s o m e  b a s ic  n e tw o rk  s e c u r i t y  p ra c t i c e s  w i l l  h e lp  p ro te c t  y o u  a g a in s t  th e s e  
th re a ts .  In  fa c t ,  c o m p a n ie s  th a t  m a n a g e  th e i r  i n fo rm a t io n  s e c u r i t y  n e e d s  f re q u e n t l y  g a in  
b e n e f i t s  i n  a  n u m b e r  o f  a re a s :  

 
In fo r ma t io n  A c c e s s :  Yo u r  c l i e n t  l i s t s ,  p ro d u c t  d e v e lo p m e n t  p ro g ra m s ,  e m p lo y e e  d a ta ,  
f i n a n c ia l  re c o rd s  a n d  o th e r  c o n f id e n t ia l  i n fo r m a t io n  n e e d  to  re m a in  th a t  w a y.  T h is  i s  th e  
i n fo rm a t io n  th a t  y o u r  c o m p a n y  ru n s  o n ,  s o  i t  m u s t  re m a in  a v a i l a b le  to  th o s e  th a t  n e e d  i t ,  
a n d  in a c c e s s ib le  to  th o s e  th a t  m ig h t  m is u s e  i t .  

 
P ro d u c t iv i ty :  A n  e f fe c t i v e  n e tw o rk  s e c u r i t y  p ro g ra m  b o o s ts  p ro d u c t i v i t y  a c ro s s  y o u r  
o rg a n iz a t i o n .  E m p lo y e e s  s p e n d  le s s  t im e  o n  n o n -p ro d u c t i v e  ta s k s  s u c h  a s  s i f t i n g  th ro u g h  
s p a m  o r  d e a l i n g  w i th  v i ru s e s .  B y  k e e p in g  y o u r  n e tw o rk  a n d  In te rn e t  c o n n e c t io n s  s a fe ,  y o u  
c a n  a l s o  ta k e  a d v a n ta g e  o f  p ro d u c t i v i t y -e n h a n c in g  to o l s  s u c h  a s  w i re le s s  n e tw o rk s ,  
w o rk g ro u p  a n d  c o l l a b o ra t i o n  s o lu t i o n s ,  In te rn e t -b a s e d  te le p h o n y  a n d  c o n fe re n c in g ,  m o b i le  
c o m p u t in g  o r  re m o te  a c c e s s .  

 
C u s to me r  S e rv ic e :  K e e p in g  y o u r  In te rn e t  c o n n e c t io n  s a fe  m e a n s  th a t  c u s to m e rs  c a n  
re a c h  y o u  w h e n  th e y  n e e d  to .  A  v i ru s  th a t  b r i n g s  d o w n  y o u r  n e tw o rk  c a n  i m p a c t  y o u r  
a b i l i t y  to  s e rv e  y o u r  c u s to m e rs .  I f  y o u  c a n ’ t  t a k e  o rd e rs  b e c a u s e  y o u r  s y s te m s  a re  d o w n ,  
y o u  ru n  th e  r i s k  o f  l o s in g  b u s in e s s .  P lu s ,  a n  a d m is s io n  th a t  y o u ’v e  l o s t  c o n f id e n t ia l  c l i e n t  
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i n fo rm a t io n  c a n  i r re p a ra b ly  h u r t  y o u r  c o m p a n y ’s  re p u ta t i o n .  B u t  a  c o m m i tm e n t  to  s e c u r i t y  
g i v e s  c u s to m e rs  a n d  b u s in e s s  p a r tn e rs  th e  c o n f id e n c e  th a t  th e i r  i n fo rm a t io n  re m a in s  s a fe .   

 
R e g u la to ry  C o mp l ia n c e :  M a n y  in d u s t r i e s  a re  n o w  re q u i re d  to  ta k e  s te p s  to  e n s u re  th e  
p r i v a c y  o f  th e i r  c u s to m e r  re c o rd s .  A n y o n e  c o n d u c t in g  c re d i t  c a rd  t ra n s a c t io n s  m u s t  a d h e re  
to  g u id e l i n e s  o f  th e  f i n a n c ia l  i n d u s t r y,  i n c lu d in g  th e  P a y m e n t  C a rd  In d u s t ry  (P C I )  D a ta  
S e c u r i t y  S ta n d a rd .  H e a l th c a re  p ro v id e rs  m u s t  c o m p ly  w i th  th e  g u id e l i n e s  o f  th e  H e a l th  
In s u ra n c e  P o r ta b i l i t y  a n d  A c c o u n ta b i l i t y  A c t  (H I PA A ) .  A  s t ro n g  s e c u r i t y  p ro g ra m  ta k e s  
th e s e  re g u la t i o n s  i n to  a c c o u n t  a n d  e n s u re s  th a t  y o u r  c o m p a n y  o p e ra te s  i n  c o m p l ia n c e .  

 
Basic Steps for Security 
 
T h e  b e s t  n e tw o rk  s e c u r i t y  p ra c t i c e s  a re  o f te n  a  m ix  o f  te c h n o lo g ie s  a n d  p o l i c ie s  th a t  
e n s u re  th a t  th o s e  te c h n o lo g ie s  a re  u s e d  c o r re c t l y.  B e lo w  a re  s o m e  o f  th e  b a s ic  
p ro te c t i o n s  th a t  a  s m a l l /m id s i z e  c o m p a n y  s h o u ld  ta k e :  

 
D e v e lo p  a  P la n :  T h e  f i r s t  s te p  to w a rd  e n s u r in g  y o u r  n e tw o rk  re m a in s  s e c u re  i s  to  h a v e  a  
c le a r,  c o m p re h e n s iv e  s e c u r i t y  p o l i c y  i n  p la c e  t h a t  l e t s  e m p lo y e e s  k n o w  w h a t  th e i r  
re s p o n s ib i l i t i e s  a re  w h e n  i t  c o m e s  to  u s in g  y o u r  n e tw o rk  a n d  th e  In te rn e t .  I f  t h i s  s e e m s  
to o  fo r m a l ,  re m e m b e r  th a t  i f  y o u r  s e c u r i t y  p ro c e d u re s  a re n ' t  s e t  d o w n  in  w r i t i n g ,  th e y ' re  
e a s y  fo r  e m p lo y e e s  to  d i s p u te  o r  d i s re g a rd .  Yo u r  p la n  s h o u ld  c o v e r :   

•  T h e  c o m p o n e n ts  o f  y o u r  n e tw o rk ,  i n c lu d in g  th e  v a r io u s  h a rd w a re  a n d  s o f tw a re  
p la t fo rm s  a n d  o u ts id e  c o n n e c t i v i t y.  

•  S ta n d a rd s  to  b e  u s e d  fo r  n e tw o rk  s e c u r i t y,  i n c l u d in g  v i ru s  p ro te c t i o n ,  f i re w a l l s ,  
e n c ry p t io n ,  i n t ru s io n  d e te c t i o n ,  e tc .  

•  E m p lo y e e  re s p o n s ib i l i t i e s  re g a rd in g  a c c e p ta b le  u s e  o f  th e  n e tw o rk ,  i n c lu d in g  
re m o te  a c c e s s ,  a p p ro p r ia te  In te rn e t  u s e  a n d  a l l o w a b le  s o f tw a re  

•  T h e  m a n n e r  i n  w h ic h  s e c u r i t y  b re a c h e s  w i l l  b e  re p o r te d  a n d  h a n d le d .  F o r  i n s ta n c e ,  
a re  th e re  i n s ta n c e s  w h e re  l a w  e n fo rc e m e n t  o f f i c i a l s  w i l l  n e e d  to  b e  n o t i f i e d ?   

 
A s s e s s  R is k :  R e v ie w  y o u r  n e tw o rk  a n d  In te rn e t  c o n n e c t io n s  to  d e te r m in e  w h e re  y o u  a re  
m o s t  v u ln e ra b le  to  s e c u r i t y  th re a ts .  I f  t h i s  i s  to o  d a u n t in g  a  ta s k ,  ta k e  a d v a n ta g e  o f  th e  
s e rv i c e s  o f  a  s e c u r i t y  e x p e r t  –  y o u r  n e tw o rk  s o l u t i o n  p ro v id e r,  fo r  i n s ta n c e .  H a v e  th i s  
p e rs o n  ru n  a  s e c u r i t y  a u d i t  a n d  m a k e  re c o m m e n d a t io n s .  

 
P ro te c t  A g a in s t  Vi ru s e s ,  S p y w a re  a n d  S p a m:  V i ru s e s  a re  p e rh a p s  th e  m o s t  p re v a le n t  
s e c u r i t y  th re a t ,  a n d  th e y  a re  f re q u e n t l y  s e n t  v i a  e m a i l  o r  th ro u g h  o th e r  “ s h a r in g ”  
a p p l i c a t i o n s .  V i ru s  p ro te c t i o n  s o f tw a re  w i l l  a le r t  y o u  to  v i ru s e s ,  w o r m s ,  T ro ja n  h o rs e s  a n d  
s p y w a re ,  a n d  m a y  b e  a b le  to  e l i m in a te  th e m  b e fo re  th e y  c a u s e  a n y  h a rm .  V i ru s  p ro te c t i o n  
s h o u ld  o c c u r  a t  tw o  le v e ls .  F i r s t  i s  a t  th e  i n d i v i d u a l  c o m p u te r  l e v e l  –  e a c h  s ta t i o n  o n  y o u r  
n e tw o rk  c a n  b e  e q u ip p e d  w i th  a n t i - v i ru s  s o f t w a re  s o  th a t  a l l  f i l e s  a re  s c a n n e d  a n d  c le a n e d  
re g u la r l y.  J u s t  a s  im p o r ta n t ,  y o u r  s e rv i c e  p ro v i d e r  s h o u ld  o f fe r  a n t i - v i ru s  p ro te c t i o n  a t  th e  
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“ n e tw o rk ”  l e v e l ,  m e a n in g  th a t  d a ta  a n d  e m a i l  t h a t  t ra v e l  to  y o u r  s e rv e r  a re  f i r s t  s c a n n e d  
a n d  in o c u la te d  b e fo re  th e y  re a c h  y o u r  i n b o x .  

 
M a in ta in  a  F i re w a l l :  A f i re w a l l  e s ta b l i s h e s  a  p r o te c t i v e  l a y e r  b e t w e e n  th e  o u ts id e  w o r ld  
a n d  y o u r  n e tw o rk  to  p re v e n t  a c c e s s  b y  a n y o n e  w h o  d o e s  n o t  u s e  th e  p ro p e r  l o g - in  
i n fo rm a t io n .  F i re w a l l s  c a n  b e  c o m p o s e d  o f  s o f t w a re  o r  s o f tw a re -a n d -h a rd w a re  
c o m b in a t io n s ,  a n d  a re  p a r t i c u la r l y  c ru c ia l  w h e n  y o u r  n e tw o rk  h a s  a n  a lw a y s -o n  c o n n e c t io n  
to  th e  In te rn e t .  M a n y  n e t w o rk  ro u te rs  i n c lu d e  t h i s  a s  p a r t  o f  th e  s o lu t i o n .   

 
Tra c k  Yo u r  S e c u r i ty  L o g s :  Yo u r  n e tw o rk  a d m i n i s t ra to r  s h o u ld  re g u la r l y  re v ie w  n e tw o rk  
a c c e s s  lo g s  to  s e e  w h o  h a s  b e e n  t r y in g  to  g a in  a c c e s s  to  y o u r  s e rv e rs  a n d  w h e n  th e y  h a v e  
b e e n  d o in g  s o .  K e e p  a n  e y e  o u t  fo r  u n u s u a l  u s a g e .  F o r  e x a m p le ,  a  re m o te  a c c e s s  a t te m p t  
th a t  i s  c o n t in u a l l y  d e n ie d  c o u ld  p o in t  to  a  h a c k e r  t r y in g  to  b re a c h  y o u r  f i re w a l l .  A n  
e m p lo y e e  w h o  a p p e a rs  to  b e  t r y in g  to  s ig n  o n  d u r in g  o f f -h o u rs  a n d  w e e k e n d s  c o u ld  
i n d i c a te  a  s to le n  p a s s w o rd .  A l s o ,  b e  s u re  th a t  e a c h  u s e r  h a s  a  u n iq u e  p a s s w o rd ,  a n d  
n e v e r  u s e  v e n d o r -s u p p l i e d  d e fa u l t  s y s te m  p a s s w o rd s  –  th e y ’ re  o f te n  th e  f i r s t  o n e s  th a t  
h a c k e rs  w i l l  t r y.  T re a t  e v e ry  c o n c e rn  a s  a  p o s s ib le  th re a t  a n d  a lw a y s  e r r  o n  th e  s id e  o f  
c a u t io n .   

 
Exercise Common Sense 
Remember the basics of computer and Internet security. 

•  D o n ’ t  d o w n lo a d  f i l e s  o r  e m a i l  a t ta c h m e n ts  f ro m  p e o p le  y o u  d o n ’ t  k n o w.  

•  B e  w a ry  o f  e m a i l  f ro m  s e e m in g ly  re p u ta b le  s o u r c e s  th a t  re q u e s ts  i n fo rm a t io n  s u c h  
a s  a c c o u n t  n u m b e rs ,  c re d i t  c a rd  n u m b e rs ,  p a s s w o rd s  o r  o th e r  p e rs o n a l  i n fo rm a t io n .  

•  Av o id  r i s k y  o n l i n e  b e h a v io r,  l i k e  g o in g  to  u n k n o w n  We b  s i te s  o r  s h a r in g  i n fo r m a t io n  
o r  e x c h a n g in g  in s ta n t  m e s s a g e s  w i th  p e o p le  y o u  d o n ’ t  k n o w.  U s in g  c o n te n t  c o n t ro l s  
c a n  h e lp  s e e  i f  y o u r  e m p lo y e e s  a re  a t  r i s k  b y  l e t t i n g  y o u  k n o w  w h e n  a n d  w h e re  
th e y ’ re  g o in g  o n l i n e .   

•  C h o o s e  p a s s w o rd s  th a t  i n c lu d e  a  m ix  o f  u p p e rc a s e  a n d  lo w e rc a s e  le t te rs  a n d  
n u m b e rs ;  a v o id  e a s y - to -g u e s s  w o rd s  s u c h  a s  y o u r  c h i l d ’ s  n a m e ,  y o u r  p e t ’ s  n a m e  o r  
y o u r  b i r th d a y.  

•  D o n ’ t  w r i te  y o u r  p a s s w o rd s  d o w n  o n  a  p ie c e  o f  p a p e r  a n d  p u t  th e m  n e x t  to  y o u r  
c o m p u te r.  

•  S e t  y o u r  c o m p u te r  l o g - in  s o  th a t  th e  s y s te m  lo c k s  u p  a f te r  th re e  u n s u c c e s s fu l  
a t te m p ts .   

 
T h e s e  p ra c t i c e s  a re  j u s t  th e  b e g in n in g  o f  e s ta b l i s h in g  a  c u l tu re  th a t  p ro te c ts  d a ta  a n d  
m in im iz e s  v u ln e ra b i l i t i e s .  T h in k in g  o f  s e c u r i t y  a s  p a r t  o f  th e  b u s in e s s  p ro c e s s  w i l l  h e lp  
y o u  in c o rp o ra te  d a ta  p ro te c t i o n  i n to  th e  w a y  y o u r  e m p lo y e e s  c o n d u c t  b u s in e s s  e v e ry  d a y.  
T h a t  w a y,  y o u r  b u s in e s s ’  d a ta ,  re p u ta t i o n  a n d  p ro d u c t i v i t y  c a n  re m a in  s a fe  a n d  s e c u re .   
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Qwest takes the security of your network seriously, and provides a number 

of solutions that help ensure that network connectivity remains safe and 

secure. Whether you’re connecting using Qwest High-Speed Internet®, or 

one of our more advanced services such as Qwest® OneFlex® Integrated 

Access or Qwest iQ Networking®, we have options that help you monitor 

and manage your network security.  

 

Some of the key security features available as part of Qwest’s connectivity 

solutions includes: 

 
ANTI-VIRUS/ANTI-SPAM SOFTWARE: Protect your network from 
malicious content. Qwest’s anti-virus protection solutions scan email and 
traffic moving over your connection to help ensure suspicious files don’t 
make it through. Because this protection is maintained centrally, our 
security professionals respond quickly to add protection for new virus 
incidents. 
 

 
CUSTOMIZABLE CONTENT CONTROLS: Keep tabs on online activities. 
You can set limits on Internet access by time, day of week, type of activity 
or device. It also is possible to provide access to only the Web sites you 
identify while choosing content categories to block.  
 
PROFESSIONAL-GRADE FIREWALL: This solution uses two layers of 
firewall protection – hardware and software – to constantly monitor threats 
to your network and to help actively block unauthorized access to your 
computers and their contents. Reporting features give you details on the 
sources of threats and let you view security alerts by risk levels to see all 
inbound and outbound connections. 
 
Learn more about the security features of Qwest’s solutions at: 
www.qwest.com/business S
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